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426.1 PURPOSE AND SCOPE

The purpose of this policy is to provide guidance to the Greece Police Department for the capture,
storage, use, retention and dissemination of LPR data obtained using License Plate Reader (LPR)
technology. This policy promotes public safety and efficiency of law enforcement investigatory
activities using license plate reader technologies and protocols, while ensuring the appropriate
safeguards are in place to protect the privacy, civil rights and civil liberties of individuals. This policy
is designed to strike a fair and reasonable balance between the responsibility of law enforcement
to conduct investigations with the privacy rights of individuals.

426.2 POLICY

The policy of the Greece Police Department is to utilize LPR technology specifically for law
enforcement related purposes. The Greece Police Department will use LPRs, and data captured
in accordance with the procedures and guidelines set forth. This technology shall only be used to
scan license plates of vehicles exposed to public view. All data and images gathered by LPRs are
for the official use of this department, or other law enforcement agencies as indicated.

426.3 ADMINISTRATION

LPR technology, allows for the automated detection and reading of license plates using optical
character recognition (OCR). It is used by the Greece Police Department to convert data
associated with vehicle license plates for official law enforcement and public safety purposes.
LPR data retention and access, shall be managed by the Chief of Police or his/her designee. The
Operations Bureau Deputy Chief will assign members under his/lher command to maintain the
LPR system.

426.4 DEFINITIONS

A. License Plate Reader (LPR) - the technology that uses optical character recognition
to automatically read license plate characters.

B. License Plate Reader Alert (LPR Alert) -a notification generated by a system that
uses License Plate Reader (LPR) technology to identify vehicles. These systems
automatically capture and analyze the license plates of vehicles using hig speed
cameras and advanced software. When a license plate that has been flagged or added
to a hotlistis detected, the system compares it against a database of wanted or flagged
plates.
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Audit Logs-records consisting of user activity within the license plate reader system.

Hotlist- data provided that includes hot plates,including stolen vehicles, stolen license
plates, wanted person(s) with a license plate associated with those records and
suspended or revoked registrations. This term also includes, but is not limited to,
national data, i.e. NCIC, for similar categories, license plates associated with AMBER
Alerts or Missing Persons/Vulnerable Adult Alerts, and includes manually entered
license plate information associated with crimes that have occurred in any local
jurisdiction or other investigative targets.

Agency LPR Administrator- an individual designated with administrative oversight
of the LPR system deployment, operations, and maintenance.

Memorandum of Understanding: (MOU) - a formal agreement between two or more
parties outlining their intentions and the specifics of their collaboration.

426.5 AUTHORIZED USE
The use of LPR technology, associated equipment and databases by Greece Police Department
members are authorized for official law enforcement purposes as follows:

A.
B.

F.
G.

To attempt to identify and/or locate a vehicle related to an investigation; or

To attempt to identify vehicle owner(s) and/or occupant(s) when such individual(s):
has committed a criminal offense; or is involved in or is planning criminal conduct or
activity; or is a possible missing person, crime victim, or witness to criminal activity.

To prevent, detect, and/or assess potential safety threats to members of the public
and/or public officials.

To identify vehicles during routine patrol with expired, suspended, revoked vehicle
registrations or other violations of the NYS Vehicle and Traffic Law.

Sworn members are authorized to add a hot plate (a license plate associated with
a flagged alert, such as a stolen vehicle or missing person) to the LPR system only
with permission from a supervisor. Supervisory approval is required, actions will be
logged, including the officer's identity, the reason for the alert, and the time and date
of the addition. Supervisors are responsible for reviewing and ensuring the validity of
hot plate additions.

To collect data on public parking areas.

To monitor access to sensitive or secured areas.

Officers shall verify an LPR alert through the eJustice NY Integrated Justice Portal (or other law
enforcement source) before taking enforcement action that is based solely on an LPR alert.

426.6 PROHIBITED USE

A.  The use of license plate reader technology is restricted to approved law enforcement
purposes as outlined in this policy. The use of license plate reader technology for
personal or other non-official purposes is a violation of this policy.
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B.

License plate reader technology shall not be used for investigatory purposes when
the request for identification is based solely upon, religious, political, social views or
activities; and participation in a noncriminal organization or lawful event.

426.6.1 DATA COLLECTION, RETENTION AND RECORDS

A.

The agency administrator will be responsible for administrative oversight of the LPR
system, to include maintaining a list of active authorized users who have access to
the system.

All data captured using license plate reader technology shall be retained and
accessible by authorized users for a three-year period.

Data that has exceeded the three year retention period will be archived and may only
be accessed with the explicit permission of the Chief of Police.

Data that exceeded two years from archived date will be deleted and no longer
accessible.

All LPR inquiries shall document the reason(s) for the search, and will include the
CR number or CAD event number, unless doing so could affect the integrity of an
investigation.

LPR System Audit Logs shall be securely maintained and retained for audit purposes
for a period of six years in accordance with NYS Archives Local Government Retention
Schedule (LGS-1) retention and disposition schedule.

Audits shall be instituted to evaluate and monitor the use of LPR data and measure
compliance of use with this policy, including the performance of periodic and random
audits and or inspections shall be instituted.

Any and all disclosure of LPR data must be consistent with the agency's record release
policy and applicable statutes.

426.7 ACCOUNTABILITY AND SAFEGUARDS

A.

All LPR data downloaded to the mobile workstation and in storage shall be
accessible only through a login/password-protected system capable of documenting
all access of information by name, date and time.

Audits: The Deputy Chief of Internal Standards and Compliance will conduct quarterly
audits of LPR usage, data access, and retention practices to ensure compliance with
this policy. Audit logs will be maintained to ensure authorized use of LPR data.

Violations: Any misuse of LPR systems or data may result in disciplinary action, up to
and including termination.

426.8 RELEASING LPR DATA

The Greece Police Department LPR data may be shared only with other law enforcement agencies
for official law enforcement purposes or as otherwise permitted by law. Data will not be sold,
published, exchanged, or disclosed to commercial or private entities or individuals except as
required by applicable law.
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