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321.1 PURPOSE AND SCOPE
The purpose of this policy is to provide guidelines for the proper use of department information
technology resources, including computers, electronic devices, hardware, software and systems.

321.1.1 DEFINITIONS
Definitions related to this policy include:

Computer system - All computers (on-site and portable), electronic devices, hardware, software,
and resources owned, leased, rented, or licensed by the Greece Police Department that are
provided for official use by its members. This includes all access to, and use of, Internet Service
Providers (ISP) or other service providers provided by or through the Department or department
funding.

Hardware - Includes but is not limited to computers, computer terminals, network equipment,
electronic devices, telephones (including cellular and satellite), modems, or any other tangible
computer device generally understood to comprise hardware.

Software - Includes but is not limited to all computer programs, systems, and applications,
including shareware and firmware. This does not include files created by the individual user.

Temporary file, permanent file, or file - Any electronic document, information, or data residing
or located, in whole or in part, on the system including but not limited to spreadsheets, calendar
entries, appointments, tasks, notes, letters, reports, messages, photographs, or videos.

321.2 POLICY

It is the policy of the Greece Police Department that members shall use information technology
resources, including computers, software and systems, that are issued or maintained by the
Department in a professional manner and in accordance with this policy and the Town of Greece
E-Mail and Computer Network and Internet Usage policies. See attachments:

See attachment: emailpolicy.pdf

See attachment: computernetworkandinternetusagepolicy.pdf
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321.3 PRIVACY EXPECTATION

Members forfeit any expectation of privacy with regard to emails, texts, or anything published,
shared, transmitted, or maintained through file-sharing software or any internet site that is
accessed, transmitted, received, or reviewed on any department computer system.

The Department reserves the right to access, audit, and disclose, for whatever reason, any
message, including attachments, and any information accessed, transmitted, received, or
reviewed over any technology that is issued or maintained by the Department, including the
department email system, computer network, and/or any information placed into storage on any
department system or device. This includes records of all keystrokes or web-browsing history
made at any department computer or over any department network. The fact that access to a
database, service, or website requires a username or password will not create an expectation of
privacy if it is accessed through department computers, electronic devices, or networks.

321.4 RESTRICTED USE

Members shall not access computers, devices, software or systems for which they have
not received prior authorization or the required training. Members shall immediately report
unauthorized access or use of computers, devices, software or systems by another member to
their supervisor (Penal Law § 156.05).

Members shall not use another person’s access passwords, logon information and other individual
security data, protocols and procedures unless directed to do so by a supervisor.

321.4.1 SOFTWARE

Members shall not copy or duplicate any copyrighted or licensed software except for a single
copy for backup purposes, in accordance with the software company’s copyright and license
agreement.

To reduce the risk of a computer virus or malicious software, members shall not install any
unlicensed or unauthorized software on any department computer. Members shall not install
personal copies of any software on any department computer.

When related to authorized official police business, software program files may be downloaded
only with the approval of the information systems technology (IT) staff and with the authorization
of the Chief of Police or the authorized designee.

No member shall knowingly make, acquire or use unauthorized copies of computer software
that is not licensed to the Town of Greece or the Department while on department premises,
computer systems or electronic devices. Such unauthorized use of software exposes the Town of
Greece, the Department and involved members to severe civil and criminal penalties.

Introduction of software by members should only occur as a part of the automated maintenance
or update process of department- or Town-approved or installed programs by the original
manufacturer, producer or developer of the software. Any other introduction of software requires
prior authorization from IT staff and a full scan for malicious attachments.
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321.4.2 HARDWARE

Access to technology resources provided by or through the Department shall be strictly limited to
department-related activities. Data stored on or available through department computer systems
shall only be accessed by authorized members who are engaged in an active investigation
or assisting in an active investigation, or who otherwise have a legitimate law enforcement or
department-related purpose to access such data. Any exceptions to this policy must be approved
by a supervisor.

321.4.3 INTERNET USE

Internet access provided by or through the Department shall be strictly limited to department-
related activities. Internet sites containing information that is not appropriate or applicable to
department use and which shall not be intentionally accessed include, but are not limited to,
adult forums, pornography, gambling, chat rooms, and similar or related Internet sites. Certain
exceptions may be permitted with the express approval of a supervisor as a function of a member’s
assignment.

Downloaded information from the Internet shall be limited to messages, mail and data files.

321.4.4 OFF-DUTY USE

Members shall only use technology resources provided by the Department while on-duty or in
conjunction with specific on-call assignments unless specifically authorized by a supervisor. This
includes the use of telephones, cell phones, texting, email or any other off-the-clock work-related
activities. This also applies to personally owned computers that are used to access department
resources.

Refer to the Personal Communication Devices Policy for guidelines regarding off-duty use of
personally owned technology.

321.5 PROTECTION OF SYSTEMS AND FILES

All members have a duty to protect the computer system and related systems and devices from
physical and environmental damage and are responsible for the correct use, operation, care and
maintenance of the computer system.

Members shall ensure department computers and access terminals are not viewable by persons
who are not authorized users. Computers and terminals should be secured, users logged
off and password protections enabled whenever the user is not present. Access passwords,
logon information and other individual security data, protocols and procedures are confidential
information and are not to be shared. Password length, format, structure and content shall meet
the prescribed standards required by the computer system or as directed by a supervisor and
shall be changed at intervals as directed by IT staff or a supervisor.

It is prohibited for a member to allow an unauthorized user to access the computer system at any
time or for any reason. Members shall promptly report any unauthorized access to the computer
system or suspected intrusion from outside sources (including the Internet) to a supervisor.
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321.6 INSPECTION AND REVIEW

A supervisor, IT staff, or an authorized designee has the express authority to inspect or review the
computer system, all temporary or permanent files, related electronic systems or devices, and any
contents thereof, whether such inspection or review is in the ordinary course of his/her supervisory
duties or based on cause.

Reasons for inspection or review may include, but are not limited to, computer system
malfunctions, problems or general computer system failure, a lawsuit against the Department or
the Town of Greece involving one of its members or a member's duties, an alleged or suspected
violation of any department or Town of Greece policy, a request for disclosure of data, or a need
to perform or provide a service.

The IT staff may extract, download, or otherwise obtain any and all temporary or permanent files
residing or located in or on the department/Town of Greece computer system when requested
by the Chief of Police or a designee, or during the course of regular duties that require such
information.
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Town of Greece E-Mail Policy

The Town of Greece provides employees with electronic communications equipment,
including an Email System, as tools to accomplish their job responsibilities. This written
Email Policy, which governs employees’ use of the Town's email system, applies to
email use at all town offices, as well as at remote locations, including but not limited to
employees’ homes, airports, hotels, and other public access areas. The Town'’s email
rules and policies apply to full-time employees, part-time employees, seasonal
employees, independent contractors, interns and other third parties. Any employee who
violates the Town's email rules and policies is subject to disciplinary action, up to and
including termination.

Email Exists for Business Purposes

The Town allows email access for Town of Greece business purposes only. Employees may
use the email system for personal use on a limited basis only and only in accordance with this
policy. Employees are prohibited from using personal email software (Hotmail, etc.) for
business or personal communications at the Town of Greece or from the Town Computer
unless you have received prior written authorization from the Director of Information Services.

Limited Personal Use of Email

Employees may use email to communicate with spouses, children, domestic partners, and other
family members for emergency communications only. Unless an emergency exists, employees
may not use email, at any time during otherwise productive business hours. Employees are
prohibited from using email to operate a business, conduct an external job search, solicit money
for personal gain, campaign for political causes or candidates, or promote or solicit funds for a
religious or other perscnal cause.

Employees Have No Reasonable Expectation of Privacy

E-mail messages created and transmitted on town computers and town email network are the
property of the Town of Greece. The town reserves the right to monitor all email transmitted via
the Town's computer system. Employees have no reasonable expectation of privacy when it
comes to business and personal use (any use} of the Town’s email system. Do not put anything
in an e-mail that you would not want publicly disclosed. Email content may be made public
under the Freedom of Information law.

Offensive Content and Harassing or Discriminatory Activities Are Banned
Employees are prohibited from using email to engage in activities or transmit content that is
harassing, discriminatory, menacing, threatening, obscene, defamatory, or in any way
objectionable or offensive. Remember, what you deem non-offensive may be offensive to
others.

Employees are prohibited from using email to:

___Send, receive, solicit, print, copy, or reply to text or images that disparage others, including
but not limited to those based on race, religion, color, sex, sexual orientation, national origin,
veteran status, disability, ancestry, or age.

__Send, receive, solicit, print, copy, or reply to jokes (text or images) including but not limited to
those based on sex, sexual orientation, race, age, religion, national origin, veteran status,
ancestry, or disability.



___Send, receive, solicit, print, copy, or reply to messages that are disparaging or defamatory.
___Spread gossip, rumors, and innuendos about employees, clients, vendors, or other outside
parties.

___Send, receive, solicit, print, copy, or reply to sexually oriented messages or images.
__Send, receive, solicit, print, copy, or reply to messages or images that contain foul, obscene,
off-color, or adult-oriented language.

__Send, receive, solicit, print, copy, or reply to messages or images that are intended to alarm
others, embarrass the Town, negatively impact employee productivity, or harm employee
morale.

__Violate any policy of the Town of Greece or Town Ethics Rules.

__Waste the Town's computer resources. Do not send electronic chain letters. Do not send e-
mail copies to nonessential readers. Do not send organization-wide e-mails without the
approval of the Supervisor's office. Do not print personal material over the Town’s print system.
Do not put anything in an e-mail that you would not want publicly disclosed.

Confidential, Proprietary, and Personal Information Must Be Protected

Unless authorized to do so, employees are prohibited from using email to transmit confidential
information to outside parties. Employees may not access, send, receive, solicit, print, copy, or
reply to confidential information about the Town's employees. Confidential information includes
but is not limited to, social security numbers, employee performance reviews, salary details,
passwords, or medical conditions.

Business Record Retention
E-mail messages are written business records, and are subject to the Town'’s written policies for
retaining and deleting business records.

Freedom of Information

Ali email messages on the Town's email system are written business records. As such they
may be subject to public disclosure under the Freedom of Information Laws. Do not put
anything in an e-mail that you would not want publicly disclosed.

The Towns Rights with your email.

The Town reserves the right to monitor, inspect, copy, review, and store at any time and without
notice any and all usage of email, and any and all files, information, software, and other content
created, sent, received, downloaded, uploaded, accessed, or stored in connection with
employee usage. The Town reserves the right to disclose email text and images to regulators,
the courts, law enforcement, and other third parties without the employee’s consent.

Violations

This policy and these guidelines are intended to provide Town employees with general
examples of acceptable and unacceptable use of the Town's email system. A violation of this
policy may result in removal of your e-mail account, and disciplinary action up to and including
termination.



Town of Greece E-Mail Policy

Acknowledgement

If you have questions about the email system policies and procedures, address them to the
Director of Information Services before signing the following agreement.

Please retain the E-Mail Policy and return the signed acknowledgement to the Director of
Information Services.

| have read the Town’s Email Policy and agree to abide by it. | understand that a violation of
any of the above policies and procedures may result in removal of my email account and
disciplinary action, up to and including my termination.

Employee Signature

Print Employee Name

Date
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The Town of Greece Computer Network and Internet Usage Policy

The Town of Greece allows approved staff access to its computer Network. Access to
the Internet through the Town's computer network requires use of the Town's computer
hardware. This policy addresses the users and the Town of Greece’s rights and
responsibilities regarding the computer network, Internet, and the Town's computer
hardware. In exchange for being granted network, Internet access and use of the Town
of Greece computer equipment you agree to foliow this Policy. If you have any
questions about this Policy, contact your department head or the Director of Information
Services. If you or anyone you allow to access your account (itself a violation of this
Policy) violates this Policy, your access may be denied or withdrawn. In addition, you
may be subject to disciplinary action, up to and including termination of employment.
There is no expectation of privacy in the use of the Town's computer, equipment, its
network or Internet.

1. Personal Responsibility
By accepting your account password and accessing the Town's network or Internet system, you agree to

adhere to this Policy. You also agree to report any Network or Internet misuse to the Director of
Information Services.

2. Term of Permitted Use

Network and Internet access extends throughout the term of your employment, provided you do not
violate the Town of Greece Computer Network and Internet Usage Policy. The Town of Greece may
suspend access at any time for technical reasons, policy violations, or other concerns.

3. Purposes and Use )

The Town offers access to its Network and Internet systern for Town of Greece business purposes only.
If you are unsure whether an activity constitutes appropriate Town of Greece business use, ask your
department head or the Director of Information Services.

4. Netiquette Rules

Employees must adhere to the rules of Network etiquette, or Netiquette. In other words, you must be
polite. You must use the Network and Internet appropriately. The Town will determine what materials,
files, information, software, communications, and other content and aclivity are permitted or prohibited, as
outlined below.

5. Banned Activity
The following activities violate the Town's computer network and Internet usage policy:

A. Using, transmitting, receiving, or seeking inappropriate, offensive, vulgar, suggestive,
obscene, abusive, harassing, belligerent, threatening, defamatory (harming another person’s
reputation by lies), or misleading language or materials.

B. Revealing personal information, such as the home address, telephone number, or Social
Security number of another person or yourself.

C. Making ethnic, sexual, or gender-related slurs or jokes.

D. Activities that may or do cause harm or damage to others’ property.



Examples:

1. Downloading or transmitting copyrighted materials without permission from the copyright
holder. Even when materials on the Network or the Internet are not marked with the
copyright symbol, ©, employees should assume all materials are protected under copyright
laws—unless explicit permissicn to use the materials is granted.

2. Using another employee’s account and password to trick recipients into believing someone
other than you is communicating or accessing the Network or Internet.

3. Uploading a virus, harmful component, or corrupted data.
4. Using unlicensed software on the Towns' computer equipment.

5. Jeopardizing the security of access to the network by disclosing or sharing passwords.
6. Accessing or attempting to access controversial or offensive materials.

7. Engaging in commercial activity. Unless defined within your job responsibilities, employees
may not sell or buy anything over the Internet. Employees may not solicit or advertise the
sale of any goods or services. Employees may not divulge private information—including
credit card numbers and Social Security numbers—about themselves or others.

The Internet access you are granted is the property of the Town of Greece and Is intended solely for
conducting Town of Greece business. The Town of Greece, as owner of the Internet system, reserves
the right to monitor the amount of time employees spend on the Internet and to monitor the sites visited.
There is no expectation of privacy in the use of the Town Computer, its network or Internet.

The conduct of computer users who access the Internet or send e-mail containing the town’s domain
address (i.e. {@greeceny.gov) may be perceived as reflecting on the character and professionalism
of the Town of Greece. All Internet users are expected to do so in a responsible and professional manor.
Do not put anything in an e-mail that you would not or do not want to be disclosed publically. There is no
expectation of privacy in the use of the Town Computer, its network or Internet.

Users should only maintain an Internet session while actually engaged in using the Internet. Do not leave
a session running if you leave your wark area, or are gone for an extended period of time.

Internet services shall not be used to disrupt or interfere with network users, services or equipment.

Employee Internet usage is subject to content filtering and will be monitored, There is no expectation of
privacy in the use of the Town Computer, its network or Internet,



Employee Acknowledgment of Computer Network and Internet Usage Policy

Note: If you have questions or concerns about this Policy, contact the Town's Director of Information
Services before signing this agreement.

Please retain the Computer and Internet Policy and return the signed acknowledgement to the Director of
Information Services.

| have read the Town's Computer Network and Internet Usage Policy and agree to abide by it. |
understand violation of any of the abave terms may result in disciplinary action, up to and including
termination of employment.

Employee Signature Date

Print Employee Name



